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Foreword 

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical 
Commission) form the specialized system for worldwide standardization. National bodies that are members of 
ISO or IEC participate in the development of International Standards through technical committees 
established by the respective organization to deal with particular fields of technical activity. ISO and IEC 
technical committees collaborate in fields of mutual interest. Other international organizations, governmental 
and non-governmental, in liaison with ISO and IEC, also take part in the work. In the field of information 
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1. 

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2. 

The main task of the joint technical committee is to prepare International Standards. Draft International 
Standards adopted by the joint technical committee are circulated to national bodies for voting. Publication as 
an International Standard requires approval by at least 75 % of the national bodies casting a vote. 

In exceptional circumstances, the joint technical committee may propose the publication of a Technical Report 
of one of the following types: 

– type 1, when the required support cannot be obtained for the publication of an International Standard, 
despite repeated efforts; 

– type 2, when the subject is still under technical development or where for any other reason there is the 
future but not immediate possibility of an agreement on an International Standard; 

– type 3, when the joint technical committee has collected data of a different kind from that which is 
normally published as an International Standard (“state of the art”, for example). 

Technical Reports of types 1 and 2 are subject to review within three years of publication, to decide whether 
they can be transformed into International Standards. Technical Reports of type 3 do not necessarily have to 
be reviewed until the data they provide are considered to be no longer valid or useful. 

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent 
rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights. 

ISO/IEC TR 15443-3, which is a Technical Report of type 3, was prepared by Joint Technical Committee 
ISO/IEC JTC 1, Information technology, Subcommittee SC 27, IT Security techniques. 

ISO/IEC TR 15443 consists of the following parts, under the general title Information technology ― Security 
techniques — A framework for IT security assurance: 

– Part 1: Overview and framework 

– Part 2: Assurance methods 

– Part 3: Analysis of assurance methods 
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Introduction 

The objective of this Technical Report is to present a variety of assurance methods, and to guide the IT 
Security Professional in the selection of an appropriate assurance method (or combination of methods) to 
achieve confidence that a given deliverable satisfies its stated IT security assurance requirements. This report 
examines assurance methods and approaches proposed by various types of organisations whether they are 
approved or de-facto standards. 

In pursuit of this objective, this Technical Report comprises the following: 

– a framework model to position existing assurance methods and to show their relationships; 

– a collection of assurance methods, their description and reference; 

– a presentation of common and unique properties specific to assurance methods; 

– qualitative, and where possible, quantitative comparison of existing assurance methods; 

– identification of assurance schemes currently associated with assurance methods; 

– a description of relationships between the different assurance methods; and 

– guidance to the application, composition and recognition of assurance methods. 

This Technical Report is organised in three parts to address the assurance approach, analysis, and 
relationships as follows: 

Part 1: Overview and framework provides an overview of the fundamental concepts and general description of 
assurance methods. This material is aimed at understanding Part 2 and Part 3 of this Technical Report. Part 1 
targets IT security managers and others responsible for developing a security assurance program, 
determining the security assurance of their deliverable, entering an assurance assessment audit (e.g. 
ISO 9000, ISO/IEC 21827, ISO/IEC 15408-3), or other assurance activities. 

Part 2: Assurance methods describes a variety of assurance methods and approaches and relates them to the 
security assurance framework model of Part 1. The emphasis is to identify qualitative properties of the 
assurance methods that contribute to assurance. This material is catering to an IT security professional for the 
understanding of how to obtain assurance in a given life cycle stage of deliverable. 

Part 3: Analysis of assurance methods analyses the various assurance methods with respect to their 
assurance properties. The analysis will aid the Assurance Authority in deciding the relative value of each 
Assurance Approach and determining the assurance approach(es) that will provide the assurance results 
most appropriate to their needs within the specific context of their operating environment. Furthermore, the 
analysis will also aid the Assurance Authority to use the assurance results to achieve the desired confidence 
of the deliverable. The material in this part targets the IT security professional who needs to select assurance 
methods and approaches. 

This Technical Report analyses assurance methods that may not be unique to IT security; however, guidance 
given in this Technical Report will be limited to IT security requirements. Similarly, additional terms and 
concepts defined in other International standardisation initiatives (i.e. CASCO) and International guides (e.g. 
ISO/IEC Guide 2) will be incorporated, however, guidance will be provided specific to the field of IT security 
and is not intended for general quality management and assessment, or IT conformity. 
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Information technology — Security techniques — A framework 
for IT security assurance — 

Part 3: 
Analysis of assurance methods 

1 Scope 

1.1 Purpose 

The purpose of this part of ISO/IEC TR 15443 is to provide general guidance to an assurance authority in the 
choice of the appropriate type of international communications techology (ICT) assurance methods and to lay 
the framework for the analysis of specific assurance methods for specific environments. 

1.2 Application 

This part of ISO/IEC TR 15443 will allow the user to match specific assurance requirements and/or typical 
assurance situations with the general characteristics offered by available assurance methods. 

1.3 Field of Application 

The guidance of this part of ISO/IEC TR 15443 is applicable to the development, implementation and 
operation of ICT products and ICT systems with security requirements. 

1.4 Limitations 

Security requirements may be complex, assurance methods are of great diversity, and organisational 
resources and cultures differ considerably. 

Therefore the advice given in this part of ISO/IEC TR 15443 will be qualitative and summary, and the user 
may need to analyse on his own which methods presented in Part 2 of this Technical Report will suit best his 
specific deliverables and organisational security requirements. 

2 Terms and definitions 

For the purposes of this document, the terms and definitions given in ISO/IEC TR 15443-1, 
ISO/IEC TR 15443-2 and the following apply. 

2.1 
assets 
anything that has value to the organization 

2.2 
assessment 
systematic examination of the extent to which an entity is capable of fulfilling specified requirements; 
synonymous to evaluation when applied to a deliverable 

[ISO/IEC 14598-1] 
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